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Packet Tracer: paccmoTtpeHue moaeneun TCP/IP n OSI B aencreun
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UcxopHble AaHHbIe

[aHHon 3agaHne no y4ebHOMY MOAENUPOBAHMIO — NEPBbIN LWar Ha NyTU K NOHMMaHWUI0 NPUHLMNOB paboThbl
naketa npokorioB TCP/IP u ero B3aumocsaaun ¢ mogenbsto OSI. Pexxum mogenvpoBaHusi No3BonsieT
npocMaTpuBaTh COAEPKUMOE JaHHbIX, KOTOPOE OTMNpPaBNsaeTCs MO CETU, NPOX0As Yepes Kaxabli €€ ypOBEHb.

Mo mepe npoaBMXeHNs AaHHbBIX MO CeTU OHM pa3buBaloTcsa Ha Bonee Menkne cermeHTbl

N MAEHTUDULIMPYIOTCS TakMM 06pa3om, YTOObI 3TN CErMeHTbI 3aTeM MOXHO ObIflo CKOMNOHOBAaTbL BOEAMHO MO
npubblTHio B y3en-agpecat. KaxaomMy cermeHTy npucBavBaeTCs KOHKpeTHOe MMSA (MPOTOKOMbHbIN 610K
AaHHbIX (PDU)) n npuBsasbiBaeTcs KOHKPETHbIN ypoBeHb Mogernen TCP/IP n OSI. Pexum mogenuposaHus
nporpammbl Packet Tracer no3sonsieT npocMaTpmBaTh KaXabll ypOBEHb 1 OTHOCAWMNCH K Hemy PDU.
Crnenyst gaHHOM NocrefoBaTenbHOCTM AENCTBUIN, NOMNb30BaTESNb CMOXET 3anpocuTb BEO-CTpaHuLy ¢ Be6-
cepBepa, Ncnonb3ys ycTaHoBneHHbI Ha MK nHTepHeT-0603peBaTens.

XoTa Gonbluas 4acTb NokasaHHoOW Ha akpaHe MHdopMauum 6yaet nogpobHee paccMOTpeHa Aanee, Bbl
MOXeTe U3y4nTb PYHKLMKM nporpammbl Packet Tracer, a Takxe HarnsaHo NpeacTaBUTb NPOLIECC
VHKancynauum.

Yactb 1: WU3yyeHue HTTP-Tpachuka

B yactu 1 gaHHoro ynpaxHeHusi Bol bygeTe B pexxume mogenupoBanust Packet Tracer (PT) reHepupoBatb
BeO-Tpadmk n nsyyatb HTTP-npoTokon.

War 1: I'Iepexon, n3 pexnmma pearibHOro BpemMeHu B pexxmm mogerimpoBaHusi.

B npaBom HmxHeMm yrny nHtepdenca Packet Tracer HaxogaTcsa BkNagku Ans NEpeKnioveHns Mexay
pexvMmamMmu peanbHOro BpeMeHu u moaenupoBaHus. PT Bcerga sanyckaeTcs B pexvMme peanbHOro
BpeMeHU, B KOTOPOM CeTeBble MPOTOKONbI paboTaloT ¢ peanucTUYHbLIMKN 3Ha4YeHNsIMU BpeMmeHn. OgHako
LUMpOKMe BO3MOXHOCTM Packet Tracer no3BonsioT Nonb3oBaTento «0OCTaHOBUTL BPEMS», MEPEKITIOYMBLLNCH
B PEXMM MOAenupoBaHus. B pexrnme mogenupoBaHusi nakeTbl 0TOOPaxatoTcs Kak aHUMUPOBaHHbIE
KOHBEPTbI, BpeMS ynpaBnsieTcst COObITUAMMU U MOXXHO NEPEXOoauTb N0 CETEBbLIM CODLITUSIM.

a. LénkHuTe Simulation, 4yTOObI NEPEKMIOUNTLCA U3 pEXMMAa pearibHOro BPEMEHU B PEXUM
MoAaenMpoBaHusl.

b. Buibepute B cnvcke Event List Filters (PvnbTpbl cnncka cobbitun) nyHkt HTTP.

1) HTTP moxeT 6biTb eANHCTBEHHBLIM COObITUEM B cnincke. Haxxmute kHonky Edit Filters
(PepaktupoBaTtb unbTpbl), 4TOObI 0TOGPA3UTL AOCTYMNHLIE COOLITUA. YCTAaHOBUTE UMM CHUMUTE
dnaxok Show All/None (MokasaTb Bc&/Hnuero) n obpatute BHMMaHWE, Kak UIBMEHUTCS COCTOSIHNE
YCTaHOBIMEHHbIX U CHATLIX (ONaXKOB.
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2) LWénkanTe dnaxok Show All/None o Tex nop, noka Bce hnaxku He ByayT CHATLI, @ 3aTeMm
BblibepuTe HTTP. WénkHnTte nioboe mecto 3a npegenamu nons «Edit Filters», 4Tobbl ckpbITh ero.
B BManMbIX cobbiTUAX Tenepb oTobpaxaeTcsa Tonbko HTTP.

War 2: Cospante Be6-Tpachmuk (HTTP).

Ha gaHHbIN MOMEHT naHernb MoAeNMpoBaHUS He 3anonHeHa. Cnncok cobbITUIN HAXOAUTCS B BEPXHEN YacTu
naHenu mMoaenupoBaHUs U COCTOUT U3 LLIeCTU cTonbuoB. Mo Mepe reHepauun 1 ABUXKEHUS Tpadmka B Cnincke
6ynyT nosiBnsaTbes cobbiTus. Ctonbel Info ncnonbayetca Ans NnpoBepkn COAEPXKMMOro onpeaenéHHOro
coObITUSA.

MpumeyaHue. Beb-cepBep 1 BEG-KNMMEHT NOKa3aHbl Ha NeBon naHenu. Pasmep naHenemn MoXxHoO U3MEHUTb,
€CNny HaBeCTU yKa3aTerb Ha NOMocy NPOKPYTKU N NepeTallnTb ero BNEBO M BNpaBo, KOrga oH NpuMeT B
ABYHanpaBneHHON CTPENKN.

a. LWénkHute Web Client Ha kpaniHen neson naHenw.
b. Ortkpowite Bknagky Desktop v wénkHute s3Havyok Web Browser, 4Tobbl oTkpbITL BEG-Opay3sep.
c. B none URL BBegute agpec www.osi.local n Haxmute kHonky Go.

MockonbKy BpeMs B peXXnMe MOAENMPOBaHUS NPUBSA3aHO K COOLITMAM, ANA 0TOOpaXxeHUss CoObITUI
B CETM HEODOX0AMMO ucnone3oBaTb kHOMNKy Capture/Forward (3axsat/lepemoTka).

d. Haxwmute kHonky Capture/Forward yeThbipe pasa. B cnucke coObITuiA JOMMKHO ObITh YETbIPE CODbITUS.

MocmoTpuTe Ha ctpaHuuy Web Client B Beb-6paysepe. YTo-HUbyab M3MeHnnocs?

War 3: W3y4yeHue copepxumoro HTTP-nakeTa.

a. LénkHuTe cHavana uBeTHoM kBagpat nog crtonbuom Event List > Info. Bam moxeT noHagobutbesa
pasBepHyTb NaHeslb MoAeNMPoOBaHUA UM UCMNOMB30BaTh NONOCY NPOKPYTKM HENOCpeaCTBEHHO nop,
CNUCKOM COGbITUN.

OtkpoeTtcs okHo PDU Information at Device: Web Client (MHdopmaumna o PDU: Be6-knneHT). B aTom
OKHe ecTb Tonbko Ase Bknagku (OSI Model n Outbound PDU Details), notoMy 4To 3TO TOMBKO Ha4ano
nepegayn. o mepe nsyyeHns HoBbIX CoObITMI ByayT NokasaHbl TPU BKNaaku1, BKoyas Hoyto Inbound
PDU Details. Korga cobbiTne aBnsieTcs nocrnegHMM B NoToke Tpadmka, 0TobpaxkatoTcsl TONbKO BKNagku
OSI Model n Inbound PDU Details.

b. Y6egutechb B ToM, 4TO akTuBHa Bknagka OSI Model. B cton6ue Out Layers (BbixogsiLine ypoBHuW)
ybeauTecs, 4TO BblgeneHo none Layer 7 (YpoBeHb 7).

Kakow TekcT otobpaxaeTtca psgom ¢ Layer 77?

Kakas nidopmaumsa byget nokasaHa B NPOHYMEPOBaHHbIX LWarax HeNoCcpeacTBEHHO noA nonamu In
Layers (Bxogswwue yposHu) n Out Layers (Bbixogsiime ypoBHn)?

c. Haxwmure kHonky Next Layer (Cnegytowmii ypoBeHb). [lormkeH ObiTb BbiAeneH ypoBeHb 4. Kakoe
3HauyeHne umeet napameTp Dst Port (MopT HasHayeHus)?

d. Haxwmute kHonky Next Layer (Cnegyowmin ypoBeHb). [JomkeH ObiTb BbigeneH yposeHb 3. Kakoe
3HauyeHne umeet napameTp Dest. IP (IP-agpec Ha3HayeHus)?

e. Haxwmute kHonky Next Layer (Criegytowmii ypoBeHb). Kakast iHpopmauusa otobpaxaeTcsi Ha 3TOM
ypoBHE?

f.  Otkponte Bknagky Outbound PDU Details (CeeaeHuns 06 nexogsawem PDU).
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CBepneHusi, nokasaHHble B pasgene PDU Details (CeegeHusa o PDU), OTHOCATCA K YPOBHAM B pamkax
moaenu TCP/IP.

MpumeyaHue. CeegeHus, nokasaHHble B pasgene Ethernet I, npegoctasnstoT cobon 6onee nogpobHble
AaHHble, YeM Te, KoTopble oTobpaxatoTcsa B pasaene ypoBHs 2 Ha Bknagke OSI Model. Bknagka
Outbound PDU Details cogepxut 6onee onucatenbHble U nogpobHble ceBegeHus. 3HaveHns DEST
MAC n SRC MAC B pasgene Ethernet Il Bknagkn PDU Details oto6paxatotcsa Ha Bknagke OSI Model

B pasgerne Layer 2, HO He onpeaensitoTCs B KAYeCTBE TaKOBbIX.

Kakune obLyme cBefneHust otobpaxatotcs B pasgene IP Bknagku PDU Details no cpaBHeHuto co
cBefeHnamMmn, otobpaxaembiMu Ha Bknagke OSI Model? K kakomy ypOBHIO OHV UMEIOT OTHOLLEHME?

Kakne obwime ceBegeHus otobpaxatotcs B pasgene TCP Bknagku PDU Details no cpaBHeHMo co
cBeaeHuaMu, oTobpakaembiMu Ha Bkriagke OSI Model?

Yto Takoe Host (Y3en) B pasgene HTTP sknagkvu PDU Details? C kakum ypoBHeM ByayT cBA3aHbl 3TU
cBefeHuns Ha Bknagke OSI Model?

g. LénkHute cneayowmin uBeTHOM kBagpat nog cronduom Event List > Info. AktuBeH Tonbko ypoBeHb
1 (He oToBpaxaeTcsl cepbiM LIBETOM). YCTPONCTBO nNepemMeLlaeT kagp us dydepa 1 nomeLlaeT ero
B CETb.

h. TMepewnante k cneaytowemy nonto HTTP Info B cnucke cobbITUM 1 LWENKHUTE LBETHOW KBagpaT. B aTom
okHe ecTb cTonbupl In Layers n Out Layers. O6patiTe BHUMaHWe Ha HanpaBfieHe CTPESKU
HenocpeAcTBeHHO nog ctonbuom In Layers. OHa yka3biBaeT BBEPX, MOKa3biBas HanpaBeHe
nepemMeLLeHns AaHHbIX. MIayunTe a1 ypoBHM, 06paTuB BHMMaHUE Ha NPOCMOTPEHHbIE PAHEE 3MIEMEHTHI.
B BepxHewn yacTn ctonbua cTpernka ykasbiBaeT BNpaBo. OTO 0O3HAYaEeT, YTO cepBep Tenepb OTNpaBnseT
OaHHble 06paTHO KIMEHTY.

CpaBHuTe gaHHble B cTtonbue In Layers ¢ gaHHbiMu B cTon6ue Out Layers v ckaxnte, B YEM
3aKIo4yaeTcsa UX OCHOBHOE OTnn4me?

i. Ortkpownte Bkragky Outbound PDU Details (CBegeHus 06 ucxogsiwem PDU). MNpokpyTute ctpaHuuy
BHM3 80 pa3gena HTTP.

Kakas nepBasi cTpoka B nokazaHHoM HTTP-coobwweHnn?

j.  WénkHute nocnegHuin uBeTHow kBagpaT nog ctonbuom Info. Ckonbko BKNagok NokasaHo ¢ 3TUM
cobbITMEM 1 NOYEMY?

Yactb 2: OTtobGpaxeHue anemMeHToB cemenctea npotokonos TCP/IP

B yactu 2 gaHHOro ynpaxHeHusi Bbl OyaeTe npocMaTpuBaTh U U3yvaTb B pexume moaenvposaHus Packet
Tracer gpyrne npoTokonbl, BXogsLwme B ceMencTBo npotokorio TCP/IP.
War1: [MpocMoTp AONONHUTENbHbLIX COOLITUN

a. 3akpoiuTe Bce OKHa co cBegeHunsamm o PDU.

b. B pasgene Event List Filters > Visible Events (PunbTpbl cnvcka cobbiTnii > Bugumble cobbITUA) HAXMUTE
kHonky Show All (MokasaTb BCE).
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Kakve gononHuTenbHble TUMbl COObITUIA NOKa3aHbI?

OTn gononHUTENbHbIE 3anNUcK UrpatoT pasHble ponu B cemenctee npotokonos TCP/IP. Ecnu B cnvcke
ecTb ARP (npoTtokon paspelueHus agpecos), mapupyTtunsatop vwet MAC-agpeca. DNS oTBevaet 3a
npeobpasoBaHue nMéH (Hanpumep www.osi.local) B IP-agpec. [JononHutensHble cobbitnst TCP
OTBEYAIOT 3a NOAKIMYEHME, COrnacoBaHre NapaMeTpoOB CBSI3N N pa3pbiB CEaHCOB CBA3W MEXAY
yCTpoOnCcTBaMn. ATU NPOTOKOIbI YNIOMUHANUCL paHee 1 ByayT paccMoTpeHbl 6bonee nogpobHo ganee

B Kypce. B HacTosiwee Bpems B Packet Tracer MOXXHO 3axBaTuTb 6onee 35 NpoTokonos (TMNOB CoBbITHI).

c. LénkHuTe nepeoe cobbiTne DNS B cton6ue Info. N3yunte Bknagkm OSI Model n PDU Detail
n obpaTnte BHUMaHWe Ha npouecc nHkancynaumn. Ha sknagke OSI Model ¢ BbigeneHHsiv Layer
7 HenocpencTBeHHo nog ctonbuamu In Layers 1 Out Layers otobpaxaeTtcs onucaHue Toro, 4to
npoucxoaut. (1. The DNS client sends a DNS query to the DNS server.) 310 oueHb nonesHas
WHopmMaLud, kKoTopas NOMOraeT NOHATb, YTO MPOMCXOAUT BO BpeMs npoLiecca CBA3W.

d. OrtkponTte Bknagky Outbound PDU Details (CBegeHus 06 ncxogsawem PDU). Kakne cBegeHust nokasaHbl
B none NAME: B paznene DNS QUERY?

e. LUénkHute nocnegHuii useTHom kBagpaT DNS Info B cnuncke cobbiTuin. Kakoe ycTpoiicTBo oToOpaxkeHo?

Kakoe 3HaueHue nokasaHo psgom c noriem ADDRESS: B pasgene DNS ANSWER Ha Bknagke Inbound
PDU Details?

f. Hangwute nepsoe cobbitne HTTP B cnncke u WENkKHMTE uBeTHOM KBaapat cobbitua TCP cpasy nocne
aToro cobbiTvsa. Boigenute Layer 4 Ha Bknagke OSI Model. Kakne ceBegeHuns otobpaxarotca nog
nyHkTamun 4 n 5 B NpOHYMEPOBaHHOM CMMCKe HENOCPeACTBEHHO nod ctonbuamu In Layers 1 Out
Layers?

TCP ynpasendeT nogKnn4YeHnemM mn OTKnu4YeHnemM KaHana ceqa3n Hapagy ¢ apyrmmm cBommMmun
06s3aHHOCTSIMW. JTa cobbITHE YKa3blBa€T Ha TO, 4YTO Obin YCTaHOBJ1€H KaHall CBA3WN.

g. LUWeénkHute nocnegHee cobbiTve TCP. Boigenute Layer 4 Ha Bknagke OSI Model. Vsyuute gencreus,
nepeyvrcrieHHble HenocpeacTBEHHO nog ctonbuamu In Layers n Out Layers. PacckaxuTe, ons vero
npegHasHadYeHo cobbiTue, Mcnonb3ys MHPOpPMaLMIO, NPeLOCTaBMNEHHYIO B NOCNEAHEM 3fIEMEHTE Cruvcka
(3TO OOMKEH ObITh 3NEMEHT 4)?

CnoXxHble 3agaumn

B aTom MoaenupoBaHum npeacTaBneH NpuMep ceaHca BeO-CBSI3N Mexay KIMEHTOM M CEPBEPOM

B NoKanbHow ceTu. KnneHT genaet 3anpochkl k onpeaenéHHbiM criyxkbam, 3anyLieHHbIM Ha cepBepe. Cepaep
OOMmkeH ObITb HACTPOEH Ha NPOCNyLIMBaHWE ONpeaenéHHbIX NOPTOB Arsi MONyYEHNs 3anNpOCOB KIMEHTOB.
(CogeT. [Insa nony4veHus JONONMHUTENBbHbLIX CBEAEHUN CM. YpoBeHb 4 B mogenu OSI.)

© Kopnopauus Cisco n/vnu eé goyepHue komnanum, 2014. Bce npaBa 3alUyLLEHbI.
B naHHOM foKymMeHTe cofepxutcsa obenocTynHas nHdopmaums koprnopauum Cisco. Ctp. 4136



Packet Tracer: paccmoTtpeHue mogeneun TCP/IP u OSI B gencrBum

B3siB 32 0CHOBY CBefeHUs, KOTOPbIE NPOBEPSNMCE BO BpeMsi cbopa AaHHbIx B Packet Tracer, ckaxuTte, Ha
KakoM rnopTy Beb-cepBep oxugaeT Beb-3anpockl?

Ha kakom nopty Be6-cepBep oxuaaet DNS-3anpocbl?
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