
Настроить OpenVPN, связать несколько виртуальных машин с его помощью
Настройка сервера
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Настройка клиента
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openvpn/easy-rsajkey

aza-pe ovpn-server[S614]: UDPv4 link local (bound): [AF_INET] [un
aza-pe ovpn-server[S614]: UDPv4 link remote: [AF_UNSPEC]
aza-pe ovpn-server[S614]: MULTI: multi_init called, r=256 v=256
aza-pc ovpn-server[S614]: IFCONFIG POOL: base=10.8.0.4 size=62,
aza-pe ovpn-server[5614]: IFCONFIG POOL LIST
aza-pc ovpn-server[5614]: Initialization Sequence Completed
(END)
rootlaza-pe:/ete/openvpn/easy-rsa/keys# nkdir /etc/openvpn/server/ced
rootBaza-pe:/ete/openvpn/ easy-rsa/keys nano /ete/openvpn/server.cont
rootBaza-pe:/ete/openvpn/easy-rsa/keys# systenctl restart openvpniserver.service

rootBaza-pe:/ete/openvpn/ easy-rsa/keysf systenctl status openvpniserver.service
 openvpn@server.service - OpenVPN comnection to server
Loaded: loaded (/1ib/systend/systen/openvpnl .service; dissbled; vendor preset
hetive: active (running) since Sat 2019-06-29 23:00:15 +05; 153 ago

Docs: man:openvpn(s)
Bttps://commnity. openvpn. net/openvpn/ viki/Openvpnz dlianpage
Bttps://commnity. openvpn. net/openvpn/ viki/HOUTO

Main PID: 5786 (openvpn]

Status: "Initialization Sequence Completed”
Tasks: 1 (limit: 2289)
Coroup: /system.slice/systen-openvpn.slice/openvpniserver.service

L5786 /usr/sbin/openvpn --daenon ovpn-server --status /run/cpenven/s

s 29 23:00:18 aza-pe ovpn-server[S786]: 192.168.1.8:33067 Control Channel: TLS
o

18 aza-pe ovpn-server[5786]
118 aza-pe ovpn-server[S786]:

192.168.1.8:33067 [client2] Peer Conne
©client2/152.168.1.8:33067 WULTI sva: p

18 aza-pe ovpn-server[S786]: client2/192.168. 3067 Learn
18 aza-pe ovpn-server[S786]: client2/192.168. 3067 prina
19 aza-pe ovpn-server[S786]: client2/192.168. 3067 Receiv

3067 SENT CONTROL
3067 Data Channel
.8:33067 Outgoing Dat
.8:33067 Incoming Dat

19 aza-pe ovpn-server[5786]
$18 aza-pe ovpn-server[S786]: client2/192.168.
19 aza-pe ovpn-server[S786]: client2/192.168.
119 aza-pe ovpn-server[S786]: client2/192.168.
(END)
rootBaza-pe:/ete/openvpn/ easy-rsa/keysf nano /ete/openvpn/server.cont
rootBaza-pe:/ete/openvpn/ easy-rsa/keysf nano /ete/openvpn/server/ced/client2
rootBaza-pe:/ete/openvpn/ easy-rsa/keysf nano /ete/openvpn/server/ced/client2
rootBaza-pe:/ete/openvpn/easy-rea/keys# systenctl restart openvpniserver.service
rootBaza-pe:/ete/openvpn/ easy-rsa/keysf ip add
1: lo: <LOOPBACK,UP,LOVER_UP> mtu 65536 golisc nogueue state UNKNOUN group defaul
© qlen 1000

Link/ Loopback 00:00:00:00:00:

inet 127.0.0.1/8 scope host lo

wvalid Ift forever preferred lft forever
inets ::1/128 scope host
wvalid Ift forever preferred lft forever

2: ens33: <BROADCAST,MULTICAST,UP,LOVER UP> mcu 1500 qdise fq codel state UP gro
up default glen 1000

Link/ether D0:00:29:23:58:52 bra ££:£fiff:Tf:£1:EE

inet 192.168.1.6/24 brd 192.168.1.255 scope global dynawic noprefixroute ens

1
1
1.

client2/192.168.1.
1
1
1

0 brd 00:00:00:00:0

0

3
valid_Lfe 3580538sec preferred_lft 3580538sec
inets fedD::7£5c:7463:39%a:£101/63 scope link noprefixroute
valid_Lft forever preferred_lft forever
6: tund: <POTNTOROINT, HULTICAST,NORRF, UP,LOVER UP> mtu 1500 qdise fq_codel state
TNENOWN group default glen 100
Tink/nome
inet 10.8.0.1 peer 10.8.0.2/32 scope global tund
valid_Lft forever preferred_Lft forever
inets £edD::4d6S:Tafa:9075:a09a/64 scope link stable-privacy
valid_Lft forever preferred_Ift forever
root@aza-pe:/etc/openvpn/easy-rsa/keys# ||
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(D)
root@ubuntu:~# systemetl start openvpniclient.service
root@ubuntu:~§ systemetl status openvpn@client.service
 openvpn@elient.service - OpenVPN comnection to client
Loaded: loaded (/1ib/systend/systen/openvpnl .service; dissbled; vendor preset
Aetive: active (running] since Sat 2019-D6-28 10:50:26 PDT: 355 ago
Docs: man:openvpn(s)
Bttps://commnity. openvpn. net/openvpn/ viki/Openvpnz dlianpage
https://commnity. openvpn. net/openvpn/ viki/HOUTO
Main PID: 2943 (openvpn]
Status: "Initialization Sequence Completed”
Tasks: 1 (limit: 2294)
Coroup: /system.slice/systen-openvpn.slice/openvpniclient . service
L2943 /usr/sbin/openvpn --daenon ovpn-client --status /run/penvpn/c

27 wwuntu ovpn-client[2943]
27 wuntu ovpn-client[2943]
27 wuntu ovpn-client[2943]

TUN/TAP device tund opened
TUN/TAP TX queue length set to 100
do_ifconfiy, tt->did_ifconfig ipve_set
127 ubuntu ovpn-client(2943]: /sbin/ip link set dev tun0 up mcu 1500
27 wwuntu ovpn-client([2943]: /shin/ip addr add dev tund local 10.8.
127 ubuntu ovpn-client[2943]: /sbin/ip route add 192.168.10.0/24 via
27 wsuntu ovpn-client(2943]: /shin/ip route add 192.168.20.0/24 via
127 ubuntu ovpn-client[2943]: /sbin/ip route add 10.8.0.1/32 via 10.
27 wsuntu ovpn-client[2943]: VARNING: this configuration may cache
27 wpuntu ovpn-client[2943]: Initialization Sequence Completed
(D)
rootlupuntu:~§ ifcontig

Command 'ifconfig' mot found, but can be installed with:
apt install net-tools

rootBupuntu:~§ ip add
1: lo: <LOOPBACK,UP,LOVER_UP> mtu 65536 glisc nogueue state UNKNOUN group defaul
© qlen 1000
Link/ Loopback 00:00:00:00:00:
inet 127.0.0.1/8 scope host lo
wvalid Ift forever preferred lft forever
inets ::1/128 scope host
wvalid Ift forever preferred lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOVER UP> mcu 1500 qdise fq codel state UP gro
up default glen 1000
Link/ether D0:00:29:24:03:0b bra ££:£f:ff:Tf:£1:EE
inet 192.168.1.8/24 brd 192.168.1.255 scope global dynawic noprefixroute ens

0 brd 00:00:00:00:0

0

33
wvalid_Ift 3588277sec preferred lft 3588277sec
inets £eBD::5442:18a0:aBe6:7361/64 scope link noprefixroute
wvalid_Ift forever preferred _lft forever
3: tund: <POINTOPOINT, NULTICAST,NORRP,UP,LOVER UP> mcu 1500 qdise fq codel state
UNKHNOUN group default glen 100
Link/none
inet 10.8.0.6 peer 10.8.0.5/32 scope global tund
wvalid lft forever preferred Ift forever
inets £eBD::7c8c:aB37: 53 bedh/ 64 scope link stable-privacy
wvalid Ift forever preferred lft forever
root@ubuntu:~§ systemetl restart openvpnclient.service
root@ubuntu:~# systemetl restart openvpnclient.service
rootBupuntu:~§ ip add
1: lo: <LOOPBACK,UP,LOVER_UP> mtu 65536 glisc nogueue state UNKNOUN group defaul
© qlen 1000
Link/ Loopback 00:00:00:00:0

L @ B B 2 = Q "Juuwusbiwm

0 brd 00:00:00:00:00:00

53 U2

i KonTe

[ pr—

[

[ Y ——

NS E=

22
29.06.2019

=]




