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High Availability /
Disaster Recovery



HA vs DR S

High Availability Disaster Recovery

BblCOKas AOCTYMHOCTb / BOCCTaHOBJIeHNEe B aBapUMNHbIX CUTyaLMUAaX

OTKa30yCTOMYMBOCTb

e “[locTyn Bcerna 24x7" e “BepHyTb BCE Hasaj, Koraa BCE
(99.99%) cnomarsnocb”

e OTCyTCTBME NOTEPU AaHHbIX | @ Cropen aataueHTp, KTO-TO

e (CKopocTb focTyna yaanuna, NCNopTUI gaHHble N TN

e ABTOMaTMyeckoe e MwuHMnManbHoe BpeMms
nepeksItoYeHne Ha paboyuni BOCCTaHOBJIEHMNA
cepsep e MuHMMM3aLNA NOTEPU AAHHbIX

* Log shipping e Backup

e Failover cluster e Replication

e Mirror

e Always On A eLLle HY>XHO 6bIBaeT HY>XHO MPOCTO

konusa Bl (reporting, test).




Recovery Models & Transaction Log & Backup OTUS

Transaction Log:

Vitual Log1  Virtual Log2  Virtual Log :Ll' Virtual Log 4 Virtual Loi 5
1 1
MinLSN

Start of Last End of
logical log Checkpoint logical log
Recovery model (Mogenb BoccTaHOBNEHNS) Backup
e FULL e DB Full
e SIMPLE e DB Differential
e BULK_LOGGED e Tlog

PyKOBOACTBO MO apXUTEKTYpPe XypHana TpaH3akumn SQL Server n ynpaBneHuo nm



https://docs.microsoft.com/ru-ru/sql/relational-databases/backup-restore/recovery-models-sql-server?view=sql-server-2017
https://docs.microsoft.com/ru-ru/sql/relational-databases/sql-server-transaction-log-architecture-and-management-guide?view=sql-server-2016
https://docs.microsoft.com/ru-ru/sql/relational-databases/backup-restore/back-up-and-restore-of-sql-server-databases?view=sql-server-2017

Log shipping — [locTaBKa XypHanoB OTUS

e ABTOMAaTM4YeCKUI NepeHoc 6aKara XXypHana TpaH3akLuin Ha
BTOPUYHbIN cepBep

e BTOpPMYHbIX cepBepoB NH0OE KONMYECTBO

e JlaHHble Ha BTOPUYHbIX CEpPBEPAX He AOCTYIHbI

e KonunpoBaHue Ha ypoBHe b/] Monitor server
~_Jinstance
e b/l — FULL recovery model 1
Espatus and
y history Secondary server instances
I bmmm-- RN TTTTTTTTTTTTTA
iy (5o (5O G40
§erver 3 G . .
EtB0ee 4 Restore 4 3 Restore # 3 Restore
m Backup job job job

job

JloKYyMeHTauus ’ Q}

Backup share

[:2 Copy job I:z Copy job [2 Copy job



https://docs.microsoft.com/ru-ru/sql/database-engine/log-shipping/about-log-shipping-sql-server?view=sql-server-2016

Log shipping — HacTpouka

Database Properties - Jugal

A Genera
A Files
A Filegroups
4 Dptions
A Permissions
A Estended Properties
A Miroring
_# Transaction Log Shipping

L8 Seript ~ Y Help

( Enable this as a primary database in a log shipping configuration ]

Transaction log backups

Backup schedule:

[

Backup Settings...

Occurs every day every 15 minute(s) between A
12:00:00 AM and 11:59:00 PM. Schedule will be :

e SSMS — HacTpauBaeTtcsa B cBoucTBax b/j

TS

L

O sp_add_log_shipping_primary_database

O sp_add_log_shipping_secondary_database

O


https://docs.microsoft.com/ru-ru/sql/database-engine/log-shipping/configure-log-shipping-sql-server?view=sql-server-2017

Failover cluster — OTKka3soycTonumMBbiN Knactep OTUS

e Wcnonbsyet Windows Server Failover Cluster (WSFC )
TpebyeT: Active Directory, shared storage (iSCSI, Fiber Channel, ...),
Quorum, Heartbeat n ta

e 3awmTa Tos1IbKO ak3emnaapa SQL, OC, aaHHble He 3aLyULL,EeHb
e [laHHble Ha BTOPUYHbIX cepBepax He AOCTYMHbI

o n p03pa'-| HO p‘n A KIIMeHTOB Local Area Network Storage Network

SAN Storage
4

192 168.100.101 192.168.100.101 |

S

192.168.100.191

192.168.0.22
192.168.100.192
192.168.0.21 -
L

Cluster Nodes

I OKyMeHTaumA
WSEC, SQL Server



https://docs.microsoft.com/en-us/windows-server/failover-clustering/failover-clustering-overview
https://docs.microsoft.com/ru-RU/sql/sql-server/failover-clusters/windows/windows-server-failover-clustering-wsfc-with-sql-server?view=sql-server-2017

Mirror — 3epkanupoBaHue

e [loasunocb B MS SQL 2005, o6baBreH yctapesLmm ¢ 2012

e OpAVH BTOPUYHBI cepBep

e JlaHHble Ha BTOPMYHOM CEpPBEpPE He A,OCTYNHbI

XOTS1 OrpaHUYEeHHO MOXHO Yepes snapshot

e Async/sync
e ABTOMAaTM4YeCKOE NepeKNYEHNE KIINEHTOB

B ConnectionStirng — FailoverPartner

(%’ ‘ri i

e KonupoBaHue Ha ypoBHe b/]

Witness
server
instance
(optional)

&

.

(” "a’i j

JloKyMeHTauus

o
&

Data flow

Db 1
Monitoring Database Mirroring



https://docs.microsoft.com/en-us/sql/database-engine/database-mirroring/database-mirroring-and-database-snapshots-sql-server?view=sql-server-2017
https://docs.microsoft.com/en-us/sql/database-engine/database-mirroring/database-mirroring-sql-server?view=sql-server-2017
https://docs.microsoft.com/en-us/sql/database-engine/database-mirroring/monitoring-database-mirroring-sql-server?view=sql-server-2017

Mirror — HacTpouKa OTUS

e SSMS — HactpauBaetca B cBonctBax b/l
e TSQL
O CREATE ENDPOINT ... TCP (LISTENER_PORT = 5022) ...

O ALTER DATABASE TEST_DB
SET PARTNER = "TCP://MAINSRV:5022'

Select a page : =
= Fies
- Eroure that securty @ corfigured for mmonng this
_‘5.:"“““” daatase | CofouseSecuty. |
A Orange Tracking
* Pemissons Server netwark addrosses
-~
- S Prvsetee [S— (TCP //AWMIEms Two awed abacorm :
2 Log Swppng Meor | TCP//swemeror swd sbaccawidgets < | Pause |
TCP //wwr's com abe com 5022
Operstng mode . |
@ righ padormance (amynchronous) - Commit changes it the pencip and then tranafer Them
10 the meser
() bigh safety wthout sutomatic fadover isynchronous) - Always commit changes af both the

pancpl and meor

1]




Always On Availability Groups OTUS
e Always On Availability Groups = mirror + cluster
e [loasunocb B SQL Server 2012
e [lonHoueHHO TONbKO B Enterprise
e C SQL Server 2017 (orpaHMYeHHbIN hYHKLMOHAM)
o bes gpomeHa n Active Directory
o Ha Linux (ans knactepa Pacemaker)
e SQL Server 2016 Basic Availability Group on Standard Edition
(Basic AG docs)
e 3awwmuwaet b/l



https://docs.microsoft.com/en-us/sql/linux/sql-server-linux-availability-group-overview?view=sql-server-2017
https://docs.microsoft.com/ru-RU/sql/linux/sql-server-linux-deploy-pacemaker-cluster?view=sql-server-2017
https://blogs.msdn.microsoft.com/alwaysonpro/2016/05/02/sql-server-2016-alwayson-availability-group-enhancements-basic-availability-group-on-standard-edition/
https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/basic-availability-groups-always-on-availability-groups?view=sql-server-2017

Always On Availability Groups OTUS

Windows Server Failover Cluster

Active secondary

Primary ;
Replica epica
Read/write Read only
— Availability

———=="""" Group Listener

/




Replication — Pennukauus

e KonupoBaHWe AaHHbIX Ha OAMH UK 60/51ee BTOPUYHbIX CEPBEPOB

e Ha ypoBHe Tabnuu, npeactaBnennin, X, PyHKUNNA

e BTOpPMYHbIX cepBepoB NH0OE KONMYECTBO

e [laHHble Ha BTOPUYHbIX CEpBEpPaXxX [OCTYMHbI

Custom Application

N

Replication

Publisher

v
<—

Articles

Agents

|
0

JloKYyMeHTauus " Publication

Distributor

Custom Application

N

T

* Subscriber

Articles

Publication



https://docs.microsoft.com/ru-ru/sql/relational-databases/replication/sql-server-replication?view=sql-server-2017
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Pennukauus




Pennukauusa OTUS

e Pennukauyma npeacraBnsieT cooon Habop TEXHOOMMIA
KOMMPOBAaHUA U pacnpoCcTpaHeHUs AaHHbIX U 06BHEKTOB 6a3
OaHHbIX MeXay 6a3amMu AaHHbIX, @ TaK)XXe CUHXPOHMU3aumn 6as
OaHHbIX ANA noaaepXXaHusa cornacopaHHocTu (msdn).

e CywecTByeT co BpeMeH SQL Server 6.5

e JlocTyn K pennvkam gna uteHusa / pna nsmeHeHusa

e [loanuncumkamm MoXeT 6bITb He Tonbko SQL Server (Oracle, DB2)
e Mo)XeT 6bITb HECKOIbKO NOAMNUCYNKOB, OAUH nspatenp*

e Push/ pull


https://docs.microsoft.com/ru-ru/sql/relational-databases/replication/sql-server-replication?view=sql-server-2017

YT0 Takoe pennukauusa OTUS

B pennukaumm ncnonbayercs Metadopa M3faTenbCcKoro aena:
e Publisher (n3patenb)

e Article (cTaTbs)

e Publication (ny6nunkaums)

e Distributor (pacnpoctpaHuTenb / ANCTPUOBLIOTOP)

e Subscriber (nognncuunk)

Custom Application Custom Application
e Agent (areHr) @ @
T Replication

Agents

Publisher

I Subscriber
Articles 6 Articles

~Publication Distributor Publication




Tononoruu pennMkayum OTUS

Publlsher
Publisher
Distributor
Subscriber
. Pubhsher'
Fiistanen Distributor Distributor
Subscribers
Central PUblisher Dlstrlbutor
Central Subscriber

Publisher Distributor

Subscriber
Publisher

Pu bliﬁhing Subscriber Subscribers

Distributor




Buabl pennukauuu OTUS

e Shnapshot replication
penankauus MOMeHTabHbIX CHUMKOB

N3MeHeHns faHHbIX He OTC/IEXXUBAKOTCH. an Ka>JOM ripuuMeHeHnun
CHUMKa cyLljecrtByrone JaHHble NoJIHOCTbHKO rNneperimcbiBarOTCA.

e Transactional replication
penaukKaumns TpaH3aKLni

OTcnexmBaeT UBMEHEHMNS rnpu rnoMoLUn >KypHalsia TpaH3aKL[MI;I

o Peer-to-peer replication
ofHopaHroeas pennukauus (B Enterprise, ¢c 2005)

e Merge replication
penankauus CansHUEM

OTcnexxnBaet UBMEHEHUS rnpu rioMmoLyn TpurrepoB n Ta6J'IMLl mMeTagaHHbIX


https://docs.microsoft.com/ru-ru/sql/relational-databases/replication/snapshot-replication?view=sql-server-2017
https://docs.microsoft.com/ru-ru/sql/relational-databases/replication/transactional/transactional-replication?view=sql-server-2017
https://docs.microsoft.com/ru-ru/sql/relational-databases/replication/transactional/peer-to-peer-transactional-replication?view=sql-server-2017
https://docs.microsoft.com/ru-ru/sql/relational-databases/replication/merge/merge-replication?view=sql-server-2017

AreHTbl pennMKauum

e Snapshot Agent (AreHT co3gaHus CHUMKOB COCTOSIHUS)
e Log Reader Agent (AreHT YTeHUs KypHana)

e Distribution Agent (AreHT pacnpocTpaHeHus)

e Merge Agent (AreHT CnusiHUS)

e Queue Reader Agent (AreHT ouepeaeit)

[okymeHTauma — OB630p areHToB penukaumm



https://docs.microsoft.com/ru-RU/sql/relational-databases/replication/agents/replication-agents-overview?view=sql-server-2017

NOT FOR REPLICATION

MO>XHO MrHOpUpOBATb NMpu penankaumm
(npu insert, update, delete Ha nognucuunke)
e Foreign key

e Check constraints

e Identity column

e Triggers



Hactponka. Wizards & T-SQL

e Distribution
e Publication

e Subscription

Distributor
e sp_adddistributor
e sp_adddistributiondb
e sp_adddistpublisher

Publication
e sp replicationdboption
e sp_addlogreader_agent
e sp_addpublication
e sp_ addpublication_snapshot
e sSp_addarticle

Subscription
e sp_addsubscription
e sp_addpushsubscription_agent

e sp_addpullsubscription
e sp_addpullsubscription_agent

@ [ Databases
@ [ Security
& 3 Server Objects
=§e ] Replication
@ [ Local Publications
# [3 Local Subscriptions
@ 3 AlwaysOn High Availability
@ 3 Management
# [J Integration Services Catalogs
@ [ SQL Server Agent

-

7% New Publication Wizard

Publication Type
Choose the publication type that best supports the requirements of your
application.

Publication type:

PlSopshotpubloain
[ Transactional publication
& Peerto-Peer publication

% Merge publication

Publication type descriptions:
Snapshot publication: -
The Publisher sends a snapshot of the published data to Subscribers at scheduled intervals. [

Transactional publication: ,
The Publisher streams transactions to the Subscribers after they receive an initial snapshot of | =
the published data.

Peerto-Peer publication:

Peer-Peer publication enables multi-master replication. The publisher streams transactions to
all the peers in the topology. All peer nodes can read and write changes and the changes are
propagated to all the nodes in the topology.

) (o o | (i




Distribution

M SQL Server 2017 Setup — O

Feature Selection

Select the Developer features to install.

Global Rules
Micerisoft Upedate o Looking for Reporting Services? Download it from the web
Product Updates Features: Feature description:
SN Setup les Instance Features A || Includes a set of technologies for copying and
Install Rules Database Engine Services / distributing data and database objects from
Installation Type [~ sQL Server Replication
Rt Soleits [] Machine Learning Services (In-Database) Prerequisites for selected features:
Or
Feature Rules [J Python

Configure Distribution Wizard

& Microsoft SQL Server Management Studio is unable to replication components because replication
. & isnotinstalled on this instance of SQL Server. For information about installing replication, see the topic
i Installing Replication in SQL Server Books Online.
Additional information:
Ly Replication components are not installed on this server. Run SQL Server Setup again and select the
option to install replication. (Microsoft SQL Server, Error: 21028)

@9 oK




Distribution OTUS

Object Explorer v i3X
Connect~ ¥ ¥ n 7 ¢ »

= B \sql2017 (SQL Server 14.0.1000.169
© Databases

i Security
Server Objects
=

W Lo Configure Distribution...
& Lo \
Launch Replication Monitor

BE&E®

M

¥ PolyB:

m W Alway Generate Scripts...

! Mana Update Replication Passwords...

i Integn New ,
=3 SQL Se e '
@ [¥] XEven

Refresh



Distribution

+3” Configure Distribution Wizard = O

Distributor
Use this server as its own Distributor or select another server as the Distributor.

The Distributor is the server responsible for storing replication information used during synchronizations.

(® 'SPW-PC\sql2017 will act as its own Distributor; SQL Server will create a distribution database and log

(O Use the following server as the Distributor (Note: the server you select must already be configured as a

Distributor):
Add...
. Hep <Back | Net> | FEmish> | Cancel




Distribution OTUS

3" Configure Distribution Wizard = O X

SQL Server Agent Start
Select whether to automatically start the SQL Server Agent service when the computer is

started.
R

Because the replication agents that synchronize subscriptions run unattended, you should configure
SQL Server Agent to start automatically.

Do you want to configure the SQL Server Agent service on "SPW-PC\sql2017 to start automatically
when the computer is started?

(@ Yes, configure the SQL Server Agent service to start automatically

(O No, | will start the SQL Server Agent service manually

3\ Forthe wizard to configure the SQL Server Agent service, the SQL Server service account must have
administrator pemissions on the server computer. If the service does not have these pemissions, you

must change the configuration manually.

< Back Next > Finish >>} Cancel

Help




Distribution OTUS

3" Configure Distribution Wizard = O X

Snapshot Folder
Specify the root location where snapshots will be stored.

To allow Distribution and Merge Agents that run at Subscribers to access the snapshots of their publications,
you must use a network path to refer to the snapshot folder.

Snapshot folder:
D:\otus‘\mssqgl\Replication\ReplData

_ﬁ This snapshot folder does not support pull subscriptions created at the Subscriber. It is not a network
path or it is a drive letter mapped to a network path. To support both push and pull subscriptions, use a
network path to refer to this folder.

Help . <Back Next > Finish >>] Cancel




Distribution

OTUS

3" Configure Distribution Wizard

Distrnibution Database

Select the name and location of the distribution database and log files.

Distribution database name:

Folder for the distribution database file:

The distribution database stores changes to transactional publications until Subscribers can be updated. It
also stores histonical information for snapshot and merge publications.

C:\Program Files\Microsoft SQL Server\MSSQL14.5QL2017\MSSQL\Data

Folder for the distribution database log file:

C:\Program Files\Microsoft SQL Server\MSSQL14.5QL2017\MSSQL\Data

The paths must refer to disks that are local to the Distributor and begin with a local drive letter and colon for
example, C:). Mapped dnve letters and network paths are invalid.

< Back

Finish >>|




Distribution

OTUS

3" Configure Distribution Wizard

Publishers
Enable servers to use this Distributor when they become Publishers.

o Publisher Distribution Database
E§ SPW-PC\sql2017 distribution

Finish >>}




Distribution

OTUS

«3” Configure Distribution Wizard

Configuring...
Click Stop to intemmupt the operation.

-
Details:

4 Total
0 Success

Action

(» Configuring the Distributor
Enabling Publisher 'SPW-PC\sql2017
Configuring SQL Server Agent to start automati...
Generating a script file

Status
In progress...
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MOHMTOPMHF peninkauuum

Object Explorer

VS

Connect~ ¥ *§ u

= @ . (SQL Server 13.0.5026.0 - WIN-DSPTL5KG7HG\vagrant)

Databases

Security
[+ Server Objects

Sl Repiicat

Loca

Coenfigure Distribution...

Launch Replication Monitor

LoaLa
PolyBa%i

Always (

B ®

Manage
Integrati
@ g3 SOL Sen
{¥] XEventF

B ®

Generate Scripts...

Update Replication Passwords...

New

Reports

Refresh

OTUS

Replication Related Dynamic Management Views (Transact-SQL)



https://docs.microsoft.com/en-us/sql/relational-databases/system-dynamic-management-views/replication-related-dynamic-management-views-transact-sql?view=sql-server-2017

CyeTumnkun nponssogutenbHoctn Windows

& Ynpasnetrive komMnbroTepoMm

®Qaitn  [feiicreme Bua Cnpaska

o 2nFE Cw HEE

OTUS

E YnpaeneHune KOMMNbIOTEPOM (OKaNbHbIM)
v [ﬁ CnyxebHble nporpammel
MhaunposLUMK 3aaaHWUIA
> @ MpocmoTp coberuii
» @] O6wwme nanku
v @ MpoussoanTensHOCTL
v _i CpeacrBa HabatoaeHua
B CvcremHblin MOHUTOP
- [ Tpynnbl cBOPLUNKOB AaHHbIX
- [ Oruers!
;.".; Aucnetyep ycrpoiicts
v &3 3anomuHarowme ycrporictea
o Ynpaenexue auckamu
v fg; Cnyx6bl ¥ NpUnoXeHns
> “ [Aucnetyep cayx6 IS
'@ SQL Server Configuration Manager
% Cyx6bl
ii Ynpaenatowmii anemedt WMI
> @ SQL Server Configuration Manager
> & SQL Server Configuration Manager

70

50

40

30

20
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Hob6asnenve

NMerowmecs cHeTHYMKU

BbibpaTh CHETUMKM ANS KOMNbIOTEPA:

</IOKanbHbli KOMNbOTEP>

B e e S T

MSSQL$SQL2017:Replication Agents
Running

MSSQL$SQL2017:Replication Dist.
Dist:Delivered Cmds/sec
Dist: Delivered Trans/sec
Dist: Delivery Latency
MSSQL$SQL2017:Replication Logreader
Logreader:Delivered Cmds/sec

Sk3emMnnapsl BoibpaHHoro obbekTa:

Distribution
Logreader
Merge
Queuereader
Snapshot

<BCE BXOXAESHWUA>

] OTobpaxaTts onucaHue

~ | I Mowek

[obasuts >>

[obaBneHHble CHETYMKN

CueTumk

Poa...

3K3...

KomnetoTep

<< Ypanuts

A

T




YTOo nounTaTb NO penaukauum OTUS

e You Can't Kill Transactional Replication

e Stairway to SQL Server Replication

e Performance Tuning SQL Server Transactional Replication: A
Checklist

e SQL Server Replication Tips



https://www.brentozar.com/archive/2013/09/transactional-replication-change-tracking-data-capture/
https://www.sqlservercentral.com/stairways/stairway-to-sql-server-replication
https://www.brentozar.com/archive/2014/07/performance-tuning-sql-server-transactional-replication-checklist/
https://www.brentozar.com/archive/2014/07/performance-tuning-sql-server-transactional-replication-checklist/
https://www.mssqltips.com/sql-server-tip-category/7/replication/

03

SQL Agent
Jobs
Maintenance Plans



Replication Alerts OTUS

= [ SQL Server Agent
1 Jobs
g Job Activity Monitor
= Ca
& Log shipping Primary Server Alert.
@ Log shipping Secondary Server Alert.
& Peer-to-peer conflict detection alert
@ Replication Warning: Long merge over dial
& Replication Warning: Long merge over LAl
& Replication Warning: Slow merge over dial
& Replication Warning: Slow merge over LAM
@ Replication Warning: Subscription expiratic
& Replication Warning: Transactional replicaf
& Replication: agent custom shutdown
& Replication: agent failure
& Replication: agent retry
& Replication: agent success
& Replication: expired subscription dropped
& Replication: Subscriber has failed data valic
& Replication: Subscriber has passed data val
& Replication: Subscription reinitialized after

How to setup SQL Server alerts and email operator notifications



https://www.mssqltips.com/sqlservertip/1523/how-to-setup-sql-server-alerts-and-email-operator-notifications/

The End



O yemM Mbl roBopunu cerogHa?

- HA /DR
* Replication
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